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C KaxapIM TOJOM MOJIOJIC)KA B MHTEPHETE CTAHOBUTHLCS OOJIbIE, a IIKOJIb-
HUKHU OJTHU U3 CaMbIX aKTUBHBIX MoJib3oBaTenel Pynera. Mexay TeM, HOMUMO OT-
POMHOTO KOJMYECTBA BO3MOXXHOCTEH, UHTEPHET HECET U MPOoOJIeMbl. JTa MaMsITKa
JIOJDKHA ITOMOYB TeOe 0€3011acHO HaXOIUThCS B CETH.

KomnsroTepHbie BUPYCHI

KommbioTepHblli BHPYC - 3TO Pa3HOBHIHOCTH KOMITBIOTEPHBIX IPOTPaAMM,
OTJIMYUTEIILHOU 0COOCHHOCTHIO KOTOPOU SIBIIIETCS CIIOCOOHOCTh K Pa3MHOKCHHIO.
B nomnonHeHne K 3TOMy, BUPYChI MOTYT TOBPEAUTH WJIU MOTHOCTHIO YHUUTOXKHUTH
Bce (hailJibl U IaHHBIC, TTOJIKOHTPOJIBHBIC TTOJIH30BATEII0, OT UMEHH KOTOPOTro Oblia
3amylleHa 3apaKeHHas ImporpaMma, a TakKe MOBPEIAUTh WM JaXe YHUYTOXKUTh
OTIEPAIIMOHHYIO0 CUCTEMY CO Bcemu (paiiylaMu B 1ieJoM. B OOJbIIMHCTBE ClydyacB
PaCIpOCTPAHSIOTCSI BUPYCHI Uepe3 UHTEPHET.

MeTo/b1 3aITUThI OT BPEJOHOCHBIX TIPOTPAMM:

1. Ucnonb3yil COBpEMEHHBIE ONMEPALMOHHBIE CUCTEMBI, UMEIOIUE CEepPbEe3-
HBIN YPOBEHbB 3aIUTHI OT BPEAOHOCHBIX ITPOTPaMM;

2. IlocrossHHO ycTaHaBiuBai mayTd (IU@pOBBIE 3aIUIaTKH, KOTOPBIE aBTO-
MAaTHYECKH yCTAaHABIIMBAIOTCS C IENBI0 JOPAaOOTKH IPOrpaMMbl) U JApyrue oOHOB-
JICHUS CBOCH omepanroHHOW cucTteMbl. CKauuMBail MX TOJBKO C OQHIIMAIBHOTO
caiita pazpadorunka OC. Ecnu cymecTByeT pekuM aBTOMATHUECKOTO OOHOBIIE-
HMSI, BKJIFOYH €T0;

3. PabGoraii Ha cBOeM KOMIIBIOTEPE MO TpaBaMM IMOJIb30BaTENs, a HE aIMU-
HUCTpaToOpa. ITO HE MO3BOJMUT OOJBIITUHCTBY BPEIOHOCHBIX MPOTPAaMM HMHCTAJUIH-
pOBAThCS HA TBOEM MEPCOHATILHOM KOMITBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIC MPOTPAMMHBIC MPOAYKTHI U3BECTHBIX MPOU3-
BOJUTEIEH, C aBTOMAaTUUECKUM OOHOBIIEHHEM 0a3;

5. Orpaanyb HU3NIECKUN JOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIUII;

6. cnonw3yii BHEIIHUE HOCUTENTU WH(MOpMAIK, Takue Kak QIielika, JUCK
uau (a1 U3 HHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;



7. He oTkpbIBail KOMIbIOTEpHBIE (Pailsibl, MONy4YEHHbIE U3 HEHAJEKHBIX HC-
TOYHUKOB. Jlaxe Te ¢ailnbl, KOTOpble MpHCTaN TBOM 3HaKOMBbIH. Jlyulie yTouHH y
HEro, OTMPABIISI JIK OH TeOe UX.

Cetu WI-FI

Wi-Fi - 310 He B ITepeiauu TaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIb OPCHI,
mapka. Eme B 1991 romy Huaepianiackas KOMIAHUS 3aperucTpupoBaiia OpeH.
"WECA", uro o60o3nauano cnoBocoueranue "WirelessFidelity", kotopslit mepeBo-
JIUTCA Kak "0ecrnpoBOgHAsS TOYHOCTH".

o Hamero BpeMeHu Jionuia Apyras ab0peBuarypa, Koropas siBIsieTCs Takon
Ke TexHosoruen. Ito abopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C Ha-
MEKOM Ha CTaHJapT BhIciied 3BykoBoM TexHuku Hi-Fi, yTo B mepeBoje o3HayaeT
"BBICOKAsi TOYHOCTB .

Jla, OecriaTHBIM UHTEPHET-IOCTYI B Kade, OTEsAX U adpornopTax SBISICTCS
OTJINYHOM BO3MOXKHOCTBIO BBIXOJAa B MHTEpHET. HO MHOrHMe 3KCHepThl CUMUTAIOT,
gyT0 obmmeaoctymnabsie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

CogeTsl 1o Oe30macHOCTH paboThI B 0011 0cTymHBIX ceTsix Wi-fi:

1. He mepenapaii cBoro muuHyto nHpopmarmio gepe3 oodmenoctymabie Wi-Fi
cetu. PaboTas B HUX, JKeJlaTeJIbHO HE BBOJAUTH MapOJIv JOCTYIIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Vcionp3yit 1 OOHOBIISAN aHTHUBUPYCHBIE TIpOrpaMMbl U Opanamayep. Tem
cCaMbIM ThI 00€30MacuIllb ce0sl OT 3aKaYyKh BUPYyca Ha TBOE YCTPOMCTBO;

3. [Ipu ucnonszoBanun Wi-Fi otkmoun gynkiuio "OO6mmii noctyn K daii-
nam u npuHtepam". JlanHas GyHKIMS 3aKpbITa 10 YMOJIYAHUIO, OJTHAKO HEKOTO-
pbI€ TIOJIB30BATENIM AKTHUBUPYIOT €€ /I yI0O0CTBa MCIOJIB30BaHUS B paboTe WM
yuebe;

4. He ucnons3yit myommunsiii WI-FI nis mepenaym JNUYHBIX JTAHHBIX, Ha-
pUMep ISl BBIXOJ1a B COLUAIIBHBIE CETH WU B 3JIEKTPOHHYIO TIOUTY;

5. Ucnonw3y# Tonbko 3amuiineHHoe coeauHenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B MoOmibHOM Tenedone otkimoun ¢pyakuuto "Tlogkmouenne k Wi-Fi aB-
toMatuyecku'". He momyckaif aBTOMaTHM4E€CKOrO MOAKIIOYEHHUSI YCTPOUCTBA K Ce-
Tsm Wi-F1 6e3 TBoero cornacusi.

CounanbHble CETH

CornuanabHble CETH aKTUBHO BXOJISIT B HAIILy KU3Hb, MHOTHE JIFOJIA Pa0OTAIOT
U KUBYT TaM TMOCTOSIHHO, a B Facebook yke 3aperucTpupoBad MULTAAP] YETOBEK,
YTO SIBJISIETCS OJTHOW CEAbMOW BCEX KUTEJICH IUIaHEThl. MHOrMe MOJb30BATENN HE
MOHUMAIOT, YTO WHGOpPMAIHs, pa3MEIICHHas UM B COIHMAIBHBIX CETSIX, MOXKET
OBITh HalJIEHA W UCIIOJh30BaHA KEM YTOJIHO, B TOM YHCJI€ HE 00s3aTenbHO ¢ OJia-
UMY HAMEPECHUSIMU.

OCHOBHBIE COBETHI MO0 O€30MACHOCTH B COLIMAIBHBIX CETAX:

1. Orpannub cnucok Apy3ei. Y TeOst B Apy3bsAX HE JOJDKHO OBITH CITydaii-
HBIX U HE3HAKOMBIX JIIOJICH;

2. 3amuinai cBO 4YacTHYIO *u3Hb. He ykasbiBail maposu, TenedoHsl, ajape-
ca, JaTy TBOETO POXKJICHUS U JIPYTYIO JUYHYIO HUH(POPMAIUIO. 37I0yMBIILICHHUKA
MOT'YT UCTOJIb30BATh JIayKe€ MHPOPMAITUIO O TOM, KaK Thl K TBOU POJUTEIH TIJIaHU-



pyeTe MPOBECTH KaHUKYJIbI;

3. 3amumiai cBOK penyTaluio - JepKU €€ B YUCTOTE U 3ajJaBail cedbe Bo-
poc: XoTed Obl Thl, YTOOBI IPYTHE MOJIB30BATENM BUAETH, YTO Thl 3arpy’Kaciib?
[Tomymaii, mpesxe 4eM 4To-TO OIMyOJIMKOBATh, HAMMCATD U 3arPy3UTh;

4. Ecnu Thl TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HAELIb, HE UCIIOJIb3YH CBOE
peaibHOE UMS U JPYTYIO JUYHYI0 MHQOPMAIMH: UM, MECTO KHUTEIbCTBA, MECTO
y4eObl U IPOUEE;

5. U36erait pasmernienust gororpaduii B IHTepHeTe, Ie Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPO! MOKHO OIPEIEIUTh TBOE MECTOIIOJIOKECHHUE;

6. IIpu perucrpanuu B COUMANbHON CETH HEOOXOAUMO UCIIOJIb30BaTh CIOXK-
HbIE NIAPOJIH, COCTOSIINE U3 OYKB U IIU(P U C KOJUUECTBOM 3HAKOB HE MEHEE §;

7. JIns counanbHOW CETH, MOYTHI MU JPYIMX CalTOB HEOOXOIUMO HCIIOJIB30-
BaTh pa3Hble napoju. Torga eciu Teds B3IOMAIOT, TO 3JI0YMBIIIJICHHUKH T1OJIy4aT
JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

DIIEKTPOHHBIE JICHBI'U

DNEKTPOHHBIE JEHBIM - 3TO OYEHb YAOOHBIN CrIOCOO IIaTeXel, OTHAKO CY-
HIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTST IMOJTYYUTh ITH ICHBIU.

DJNIEKTPOHHBIE JIEHBI'M MOSBUJIMCh COBCEM HEJIABHO M UMEHHO M3-3a 3TOTO BO
MHOTHX TOCyAapCTBax O CUX MOp HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (QyHKIHMOHUPYIOT U O HUX YK€ MPOIMUCAHO B 3aKOHE, I
UX Pa3lesaloT HAa HECKOJIBKO BHJIOB - aHOHMMHBIE M HE aHOHMMHbIC. PazHuma B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peuiaeTcs MpoBOAUTh onepanuu 0e3
UACHTU(UKAIIMY [10JIb30BATENS], 4 B HE aHOHUMHBIX MJEHTU(UKALUS MOJIb30BaTe-
TS SIBJISIETCS 00SI3aTENBbHOM.

Taxxe cienyer pa3nuyarh 3J€KTPOHHbIE (PUaTHBIE IEHBIH (paBHbI rocynap-
CTBEHHBIM BAJIIOTaM) U 3JIEKTPOHHbIE He(UaTHbIE JAEHBIU (HE paBHBI TOCYJApCT-
BEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 O€30MacHON PaboTe C ANEKTPOHHBIMU JEHbIAMHU:

1. IlpuBsxku K cueTy MOOWIIbHBIN TenedoH. ITO caMblil yAOOHBIM U OBICT-
pBIii CIOCOO BOCCTAHOBUTH JOCTYI K cueTy. [IpuBsizanHblil TenedoH MOMOXKET, ec-
71 3a0yJielIb CBOM TJIATEXKHBINA MapoJib WIH 3aiJIelTh Ha CAaUT C HE3HAKOMOTO YCT-
pPOMCTBA;

2. Vcnonb3yii onHOopa3oBkie napoiu. [locie mepexona Ha YCUICHHYIO aBTO-
pu3anuio Tede yxke He OyJIeT yrpoxaTh ONMaCHOCTh Kpa)ky WJTM NIepexBaTa IIaTex-
HOTO NIapoJIs;

3. BeiOepu cnoxublii nmaponb. [IpectymHukam OyZeT He MPOCTO Yrajaatb
CJIOXHBIN napoab. HagexHbie maposu - 3T0 napoJid, KOTOpbIe COAEPKaT HE MEHee
8 3HAKOB M BKJIIOYAIOT B c€0sl CTPOUYHBIE U MPOMUCHBIE OYKBBI, TU(GPBI U HECKOJIb-
KO CUMBOJIOB, TAaKM€ KaK 3HaK J0Juiapa, (hyHTa, BOCKIMLATEIbHBIN 3HaK U T.1. Ha-
npumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JJAHHBIE HA CaliTax, KOTOPHIM HE 10BEPSCUIb.

DJIEKTPOHHAs TTOYTa

DNEeKTpOHHAs MOoYTa - ATO TEXHOJIOTUSl U MPEJOCTABISIEMbIE €10 YCIYTH MO
NEPECHUIKE U MOIYUYCHHIO JIEKTPOHHBIX COOOIICHUN, KOTOPHIE PaclpeeiaioTCs B
KOMIIbIOTEpHOU ceTH. OOBIYHO AJICKTPOHHBIN ITOYTOBBIA SITUK BBITJISINAT Clie-



OyoImuM 00pa3oM: UMS_TONb30BaTesi(@UMs_JoMeHa. Takke KpoMme Iepenayu
IPOCTOT0 TEKCTA, UMEETCSA BO3MOKHOCTD IIEpe1aBaTh (pailibl.

OcHOBHBIE COBETHI 110 0€30MMacHON PabOTe ¢ AIEKTPOHHOMN TOYTOM:

1. Hanmo BBIOpaTh MpaBUIIBHBIN MOYTOBBIM cepBHC. B MHTEpHETE eCTh Or-
POMHBII BBIOOP OECIIATHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JyUIle JOBEPSTH TEM,
KOTO 3HACIIb U KTO NIEPBBII B PEUTUHTIE;

2. He yka3pIBaif B TMUHOM 1mouTe JuuHyio nHbopManuio. Hanpumep, myurie
BBIOpaTh "My3bIKalIbHBIN (paHaT@" nau "pok2013" BmecTo "Temal3";

3. Ucnonp3yli NBYyXdTamHyH aBTOPU3ALMI0. DTO KOTJa MOMHUMO MapoJs
HY>KHO BBOJUTH KOJ, MPUChUIaeMbIi 10 SMS;

4. Be10Oepu CIIOKHBIN NTapoiib. J{J1 KaXka0r0 MOYTOBOTO SIIUKA T0JHKEH OBITh
CBOM HAJICKHBIM, YCTOWYMUBBIN K B3JIOMY I1apOJIb;

5. Ecn ecTh BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMYHBIA BOIIPOC, HC-
MOJIb3YH 3Ty BO3MOKHOCTb;

6. Mcrnonb3yii HECKOIBKO MOYTOBBIX SIIMKOB. [lepBbIil juist yacTHOM mepe-
MACKU C aipecaramMu, KOTOPbIM Thl JOBEPSEIIb. JTO JICEKTPOHHBIN aJIpec HE HAJ0
UCII0JI30BATh MIPU PErUCTpalui Ha (OpyMax U cailTax;

7. He oTkpbiBail (ailnibl U Apyrue BIOKEHHS B MUCbMaXx, JAXe €CIH OHU
NPUILUIA OT TBOUX Apy3el. Jlydille yTouHH y HUX, OTIPABISUIM JIM OHH TeOE ITH
(baiibl;

8. Ilocne oxoHuaHusi pabOTHI Ha IOYTOBOM CEPBHCE MEpPEN 3aKPBHITUEM
BKJIQJIKU C CAUTOM He 3a0y/1b HaXaTh Ha "BeiidTu".

KubepOymiuHT niu BUPTyaibHOE U3/I€BATEIbCTBO

KuOepOynuHr - npecienoBaHue COOOIIEHUSIMH, COAEPKAIMMU OCKOpOJIe-
HUSI, arpecculo, 3alyruBaHuUe; XyJUTaHCTBO; COLMAIbHOE OOWKOTUPOBAHUE C IO-
MOIIbIO PA3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 OOPKOE ¢ KHOEPOYILTUHTOM:

1. He Opocaiics B 60#. Jlyumuii crioco6: mOCOBETOBAThCS Kak ce0si BECTH U,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCs, TO BHadalle yCHOKOUThCs. Eciau Thb
HAYHEIlIb OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO eIle OoJiblie pa-
30 KeIIb KOH(JIUKT;

2. YTipaBIisiii cBoeH KubepperyTaluei;

3. AHoHMMHOCTHh B ceTd MHHUMas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTu XyJMTaHCKuUW oOpa3 BUPTyalbHOW Xu3HU. VHTEepHET
buKCUpyeT BCe TBOM JEHCTBUS M COXpaHSIET MX. YAaIWTh WX OyAeT KpaiiHe 3a-
TPYHUTEIBHO;

5. Cobmrofait CBOIO BUPTYaAJIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuandHbIii HeraTuB. OHOPA30BbIE OCKOPOUTEIBLHBIE CO00-
HIEHUS JIydllle UTHOpUpOBaTh. OOBIYHO arpeccusi MpeKkpaniaeTcss Ha HayalbHOU
CTa/INH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOILEHUSMH, B
COLIMAJIBHBIX CETSX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIPABKU COOOIIEHUH € ompe-
JIEJICHHBIX aJIpECOB;

8. Eciu ThI cBUIETENb KUOEPOYJIIMHTa. TBOM NEeHCTBUS: BRICTYIUTh TPOTUB



IpeciieIoBaTeNs, OKa3aTh €My, YTO €ro JCUCTBUS OLEHUBAKOTCS HEraTUBHO, MO -
JepKaTh KEPTBY, KOTOPOI Hy>KHa TCHXOJIOTHUYECKasi MOMOIIb, COOOLTUTH B3pOC-
JbIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoobwibHbIH TenedhoH

CoBpeMeHHbIe CMapT(OHBI U TIAHIIETHI COJAEPkKAT B ce0e BITOJTHE B3POCIIBII
(GyHKIIMOHAT, U TENEepb OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU KOMIIBIO-
tepamu. OJIHAKO, CPENICTB 3AIIMUTHI JJI1 MOJOOHBIX YCTPOMCTB MOKa OYEHb Malo.
TecTupoBaHKe U MOUCK YSA3BUMOCTEN B HUX MPOUCXOAUT HE TaK UHTEHCUBHO, KAaK
st [TK, To ke camoe kacaeTcss 1 MOOMITBHBIX TPUII0KEHHU.

CoBpeMeHHbIe MOOWIIBHBIE Opay3ephl ykKe MPaKTUUECKU TOTHAIH HACTONb-
HbI€ aHAJIOTM, OJHAKO paclivpeHue (PyHKIMOHAlIa BIIEYET 3a CO0OW OO0JbIIYIO
CJIOKHOCTh U MEHBIIIYIO 3aIUIIEHHOCTb.

Jlanieko He BCe NPOM3BOJUTENN BBIMYCKAIOT OOHOBJICHUS, 3aKpbIBAIOIIME
KPUTUYECKUE YS3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI J1s1 0€30M1aCHOCTH MOOMIIBHOTO Tee(oHa:

Huuero He sBisercs no-HacrosinieMy OecliaTHBIM. Bynb ocTopoXkeH, Beab
Korja Tede mpeasaratoT OecIjIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO TUIATHBIE YCITYTH;

Hywmaii, npexnae uem otnpaBuTh SMS, ¢oto wim Buaeo. Thl TOUHO 3HAEHIb,
r7ie OHU OyJIyT B KOHEUHOM UTOTE?

Heo6xo1umMo 0OHOBIISATH ONEPAlIMOHHYIO CUCTEMY TBOETO cMapThOHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI JUISI MOOMIIBHBIX TEJIE(POHOB;

He 3arpyxail npuIOKEHUsI OT HEU3BECTHOIO MCTOYHHUKA, BEJIb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECIIEUEHHUE;

[Tocne Toro kak Tkl BBIMJCIIL C CalTa, TJI€ BBOAWI JMYHYIO UH(OpPMAIIUIO,
3aiiI B HACTPOMKHU Opay3epa u ynaimu cookies;

[lepuonnuecku mpoBepsid, KaKUe IJIATHbIE YCIYTM aKTUBUPOBAHbI HA TBOEM
HOMeEpE;

JlaBaii cBOMi HOMEp MOOWMJIBHOTO Tele(pOHA TOJIBKO JFOJSAM, KOTOPBIX ThI
3HAEeIllb U KOMY JOBEpSEIb;

Bluetooth nomkeH ObITH BBIKIIOUEH, KOTJa Thl UM HE MOJb3yelibes. He 3a-
ObIBali MHOT/IA POBEPSITH ITO.

Online urpsr

CoBpeMEeHHbIE OHJIAMH-UIPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOLIUE pa3Bilcye-
HUS, OObEIMHSIONIME COTHU ThICAY YEJIOBEK MO BceMy Mupy. Mrpoku uccieayror
JAHHBI UM MUp, OOIIAIOTCS APYT C JAPYTOM, BBITIOJHSIOT 3aJIaHUSI, CPAKAIOTCS C
MOHCTPaMH M MOJIy4arOT OMBIT. 32 YJOBOJBCTBHE OHM IUIATAT: MOKYIMAIOT JUCK,
OTUIAYMBAIOT a00OHEMEHT WJIA MMPUOOPETAIOT KaKKe-TO OIIIUU.

Bce atu cpenctBa uayT Ha mojJiepKaHUE U Pa3BUTHE UTPbI, @ TAKXKE HA caMy
0€30MacHOCTh: COBEPILICHCTBYIOTCSI CUCTEMbI aBTOPHU3AIMH, BBIITYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3aIIaTKU JUIsl IPOTPaMM), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoOHbIX UTpax CTOUT OMacaTtbCcs HE CTOJBKO CBOUX CONEPHUKOB,
CKOJIbKO KpaXH TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CHUCTEMa aBTOPHU3ALUU
OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO O€30MaCHOCTH TBOETO UTPOBOTO aKKAYHTA:



1. Ecnu ngpyroit urpok BeeT cedsl MI0X0 UM CO3JaeT Te0e HeMPUsATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. [loxainy¥icst aIMUHUCTPATOPaM UTPhI HA IJI0XOE TTOBEICHHUE 3TOTO UTPO-
Ka, KeJaTelIbHO MPUIIOKUTh KaKhe-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He ykaspiBaii muunyto uHpopMaiuio B mpodaiise urpsl;

4. YBaxkail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBail HeouiMaabHbIE MaTYX U MOJIBL;

6. Mcnionb3yii Cl0oKHbBIE U pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMsi UIpbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. [loka Tkl urpa-
elllb, TBOM KOMITBIOTEpP MOTYT 3apa3UTh.

OUIIMHT WM KpaXka JIMYHBIX JaHHBIX

OOBIYHOM Kpakel JeHEer W JTOKYMEHTOB CErOAHS Y>K€ HUKOIO HE yAWBUIIIb,
HO C Pa3BUTHUEM WHTEPHET-TEXHOJIOTUN 3JI0yMBIIUIEHHUKNA EPEMECTIIINCh B UH-
TEPHET, U NMPOJIOJIKAIOT 3aHUMATHCS " MTIOOMMBIM" JIETIOM.

Tak mosiBUNIach HOBas yrpos3a: WHTEPHET-MOIIEHHHWYECTBA WX (DUIIMHT,
TJIaBHAA 11€7Th KOTOPOTO COCTOUT B MOJYYCHUH KOH(DUIECHIIMAIBHBIX JaHHBIX MOJh-
30Baresiel - JOruHoB U naposied. Ha anrmmiickom s3eike phishing unraercs kak
¢ummHr (ot fishing - peiOHast n10Bs, password - maposb).

OcHOBHBIE COBETHI 10 OOPHOE C (PUILIMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Tl 1ojo3peBaelllb, 4TO TBOS aHKETa
ObLJIa B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHMPOBATH €€ U COOOUIUTh aIMUHUCTPATO-
pam pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Ucnonb3yit 6e3onacHble BeO-CailThl, B TOM 4MCIIE, HHTEPHET-Mara3uHoB U
MOUCKOBBIX CHUCTEM;

3. Ucnonw3yit crnokHble W pa3Hbie maposik. TakuMm oOpazoM, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKH MOJIy4aT AOCTYI TOJIbKO K OJHOMY TBOEMY MpO-
GbuITo B CETH, a HE KO BCEM;

4. Ecnu te0s B3OMalu, TO HEOOXOUMO MPEAYIPEAUTh BCEX CBOMX 3HAKO-
MBIX, KOTOpBIE J0OaBIeHBI y TeOS B APY3bAX, O TOM, UYTO TE€Os B3JIOMAIH W, BO3-
MOJKHO, OT TBOETO MMEHHU OyAET pacchuIlaThCs CHaM M CChUIKM Ha (DUIITHMHTOBBIC
CaMThI;

5. YcranoBu HanexHsbIi napoiis (PIN) Ha MOOMITBHEIH TenedoH;

6. OTKiII04M cCOXpaHEeHue napoJisi B Opaysepe;

7. He oTkpsiBail (aitnibl U Apyrue BIOXKEHUS B MUCHbMAax, JaKe €CIH OHU
OPUILUIM OT TBOMX Jpy3eil. Jlydie yTouHM y HHX, OTIPaBJsUIM U OHU TeOe 3TU
daitb.

[Mu¢posas pernyTauus

[Mudposast penyTtanus - 3TO HeraTHBHas WJIM MO3WTHUBHAs MHGOpMalus B
cetu o Tebe. Komnpomerupyromas napopmanus, pa3MelieHHasi B UHTEpHETE, MO-
KET CEPhE3HBIM 00pPa30M OTPA3UTHCS Ha TBOEH peanbHOM ku3HH. "l{udposas pe-
nyTamus” - 3T0 TBOW UMUK, KOTOPBIH (GopMupyercs u3 unpopmanuu o tede B
UHTEpHETE.

TBOE MeCTO KUTEIbCTBA, Y4eObl, TBOEC (PMHAHCOBOE TMOJIOKEHHUE, OCOOEHHO-
CTH XapakTepa U paccKasbl 0 OJIM3KHX - BCE ATO HAKAIUIMBAETCS B CETH.

MHorue moipoCTKH JIETKOMBICTICHHO OTHOCSITCS K TyOJIMKAIMK JIMYHOW HMH-



dbopmanu B MlHTEepHETE, HE TOHMMAasi BO3MOKHBIX TMOCIEACTBUNA. ThI maxke He
CMOJKEIIIb JOTaaaThCs 0 TOM, 4To (hoTorpadus, pa3MemeHHas 5 JeT Ha3aj, cTajia
MPUYUHON OTKAa3a MPUHATH T€OS HA paloTy.

KommenTapuu, pasmenenue TBoux (otorpaduii u apyrue AeHCTBUS MOTYT
HE MCUE3HYTh JIaXKe MOCJe TOr0, KaK Thl UX yJIajuilb. Tbl HE 3Haellb, KTO coXpa-
HUJI 3Ty MH(POPMALIMIO, [0Maja JIM OHA B MOMCKOBBIE CUCTEMBI U COXPAaHUJIACH JIH
OHA, a IJIaBHOE: YTO MOAYMAIOT O T€O€ OKpPYXaloIUe JIFOJAH, KOTOPbIE HAWIYT U
yBUAAT 3T0. Haiitu nHopMaIimo MHOTO JIET CITyCTS CMOXKET JIF000i - Kak U3 100-
pBIX TOOYXIEHUI, TaK U C HAMEPEHHEM MPUYUHHUTH Bpel. DTO MOXKET OBITh KTO
YTOHO.

OcHOBHBIE COBETHI 110 3aLTUTE U(PPOBON peIyTaIIH:

1. IToxymait, mpexae yeM 4To-To MyOJIMKOBaTh U IIepeaaBaTh y ceds B Oi1ore
WIH B COLIMAJIBHOM CETH;

2. B Hactpoiikax mpoduiis yCTaHOBH OTPaHMYEHUS HA MPOCMOTP TBOETO
npoduIsl U €ro COJAECPAKUMOro, cliesiail ero TOAbKO "1 Apy3eit”;

3. He pa3memaii 1 He yka3piBail HHPOPMAIUIO, KOTOPasi MOXKET KOro-Tuo0
OCKOPOJISITh WJIH OOMXKATh.

ABTOpCKOE IPaBo

CoBpeMEHHbIE MIKOJHHUKU - AKTHUBHBIC IOJIb30BATEIH MH(PPOBOTO MPO-
cTpancTBa. OHAKO JTaJIE€KO HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOTUMH BO3MOYXHO-
CTSIMHM LIU(PPOBOTO MHUpa TpeOyeT COOIIIOIEHUS MTpaB Ha UHTEIJIEKTYallbHYI0 COOCT-
BEHHOCTb.

TepMuH "uHTENIEKTyanbHasi COOCTBEHHOCTh'" OTHOCUTCS K Pa3jIMYHbIM TBO-
PEHUSAM YEJIOBEYECKOTO0 yMma, HauMHas C HOBBIX M300peTEeHUIl W 3HaKOB, 0003HA-
Yaronmx COOCTBEHHOCTh Ha MPOJMYKTHI U YCIYTH, U 3aKaHYMBask KHUTamu, (HoTo-
rpadusMu, KUHOGUIBMAaMHU U MYy3bIKaJTbHBIMHU MPOU3BEACHUSIMU.

ABTOpCKHE TIpaBa - 3TO IpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha
MPOM3BEICHUST HAYKH, JTUTEPATyphl U UCKYCCTBA. ABTOPCKHE TpaBa BBHICTYMAIOT B
Ka4yeCTBE TapaHTHH TOTO, YTO WHTEIUIEKTYabHBIN/TBOPUECKHUIA TPy aBTOpa HE OY-
JIeT HAMpaCHbIM, JACT €My CIpPaBEIJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3ybTa-
TaX CBOEro TPyJa, MOJYyYUTh U3BECTHOCTh M Mpu3HaHue. Hukro 6e3 paspemieHus
aBTOpa HE MOXET BOCIIPOM3BOJIUTH €r0 MPOU3BEACHUE, PACTIPOCTPAHITH, MyOIny-
HO JIEMOHCTPUPOBATh, MPOJIABATh, UMIIOPTUPOBATh, MMyCKaTh B MPOKAT, MyOIUIHO
UCIIOJIHSATh, IOKa3bIBaTh/UCIIONHATH B 3pUpe WK pa3Meniats B IHTepHeTe.

Hcnonb3oBanue "muparckoro” mporpaMMHOro 00ecreueHnss MOXKET MPUBEC-
TH K MHOTUM PHCKaM: OT MOTEPU JAHHBIX K TBOMM aKKayHTaMm JI0 OJIOKUPOBKHU
TBOETO YCTPOMCTBA, I/I€ YCTAHOBJIEHA HeJerajibHas nporpamma. He crouT Takke
3a0bIBaTh, YTO CYILIECTBYIOT JIEraJibHble M O€CIJIaTHhIE MPOTrpaMMbl, KOTOpPbIE
MO>KHO HAUTH B CETH.

O noprane

CereBUYOK.p( - TBOM IIaBHBIA COBETUHMK B CETH. 3JI€Ch Thl MOXKEIIb y3HATh
0 0€30MaCHOCTH B CETH MOHSATHBIM U JOCTYIHBIM SI3BIKOM, a NP BO3HUKHOBEHHUH
KPUTHUYECKON CUTyallud OOpaTUTHCSA 3a COBETOM. A TaKKe NPUHATh y4yacTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !
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